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1. 1 ugunsaiuszinmn Hardware appliance AIl&Sun1sUSUUT firmware iWieUngioalni (hardened)
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2. iudayaasasneseuiumes (Log File) Tuguuuy systog 16

3. {1 Port Interface wlla Gigabit Ethernet dhuaulsiipenin 2 Ports

2. awnsedmiutayamenisalreufl (Events per Seconds) Ilsitfaandn 20,000 eps ipaninadu
nsifiu Log dilaitionndn 600GR/Day

5. {1 Hard Disk mneauqiivesni 378 Srulitiesndn 8 wie ieliansgsnusibidesndn 24 T8)
vieiaus SAN meuaniiil Cache Controller hidfanndn 64 GB uaeil Harddisk wuy SSD Aiflvune
uftsnilidosndt 24 8

6. 535UN3 Forensic Analysis Tnsmsmusmuaedansosmsnsainndeyarsluil 1 Gusdradios
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6.1 Usermame
6.2 Email Address
7. ansesuteyaniserassreufiunediingniaiiaSetiglalidesndt 2,000 gunsal
8. awnsaudsiEluniIiu uarddlaganisenammeseniuseitugunialesiuuasinwinudesnd
ssuueienns (Firewall) vadlsmenunald (Fortigate) viaiauagunsaineusnlasgunsniniusn
#oail VPN Throughput bitfasnin 8 Gbps
9. aunsafivdeyasesiwelud Widuedaion
9.1 IP address #un (source IP address)
9.2 1P address Uanevng (source P address)
9.3 Service port sJatenns (destination port) w4 tep port 80 1Wudy
10. #13130v1N7s Monitor deyamsesiesnereufiames (Traffic) wuy Real-Time (w3a Live log) ¢l
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11. ansnsavinisdhsesdoyes (Data Backup) Wdsaunsaidmfiuieyanauen 1iu Tape wie DVD vwis
External Storage wia FTP 1usiu 161
12. enansauimisdnnisgunsaliuuIesgIu HTTPS, Cormmand Line Interface waw SSH L&
13, aansadmiu log Fite ti,iigﬁl,i‘uu Syslog %adqﬂﬂmﬁflﬁu Router, Switch, Firewall, VPN, Server
Huduls
14. aansavieaidayanisldaiuuuy Real-time log, Historical Traffic, Customize Traffic
waztduwuy Graphic Reporting 161 wazanunsovnnmsfumdeyaues Log Fdraannsle
15. fhgunselananse WisleusgUnsainieueniiannsavhsenudeyaesiest mngunsalastuues
$nwinuUasndusruuAiete (Frewall) vedlsmennan Wuguuudieludldiduedreos
15.1 Application and Risk Analysis fiassunsavisenulneuanmaogiotes e
15.1.1 Top Application Users By Bandwidth
15.1.2 Top Application Users By Session
15.1.3 Application Usage By Category
15.2 Bandwidth and Applications Report fpsanursavisisnulnsuaninaoeieion il
15.2.1 Bandwidth Summary
15.2.2 Sessions Summary
15.2.3 Traffic Statistics
15.3 Detailed Application Usage and Risk fiasanansavimesnulnsuanimastiaiios s
15.3.1 Botnet
15.3.2 Proxy Avoidance
15.3.3 Peer To Peer
15.4 Security Analysis fasanunsavnasrulneianmaagaidoy il
15.4.1 Top Users by Bandwidth
15.4.2 Top Applications by Bandwidth
15.4.3 Malware Detected
15.4.4 Intrusions Detected
15.4.5 Intrusion Victims
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