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Highlights

* Protection from a Consistent Security for Cloud and Virtualized

broad array of threats, E . t
with support for all nvironments

of the security and
networking services
that the FortiOS
operating system
offers environments. By consolidating security tools into a
Increased visibility
within virtualized

Fortinet FortiGate VM is a cloud firewall that provides
robust, consistent security across cloud and hybrid

single platform, it optimizes your security investment

';Zn,if;“;;“fe while improving threat response.

* Consistent security Fors Gate VM delivers excep: cnal performance and security wii~ no degradat'on o
o erv'ce or orclection. As part of the Tortinet Security Faoric, it exterds across clo.ds
i miibon smg o sire_tad locat ors, Miigat ~g blnc soois - virtual ~rasir.ciLres. FeruGate VM
yourienfice cOMBItS zar carzoidly cegleyec, maraged 17rougn 2 cen-alized olatfarm, arc ofers & rarge of
ITESIEIUE curgnes ng oot crs 1o su tevery reec

Move and scale your
cloud firewalls without s
impacting business 4

outcomes, with 7 e _ ;
flexible consumption A i

Fy k4 !

> S I

models /

$8P Terabyte® \ /

o ; v
viEm waisiluv wda Saia uuysu) E o
farabyte Plus Fublic Company\Lin &"j N Rt
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FortiOS Everywhere

FortiOS, Fortinet’s Advanced Operating System
o tins enacles the corvergence o bign cerorm g rewoking anc sec. ity across ing
o e & be decloyved eryvinere, it del vars cors stent anc

[O3-18)

o war< ancoart, 2-d Muliu-clouc e 2NN ents

Lot OS powers all =o-t.Gate ceoloymenis wheiner a o™ ysical o wirtual gevice, 8s & comig mel
ar 25 a cloud service Th s universal dnplh\mprt ~cdel eracles e comsal dation sf meny
techrolog s enc c3e cgses "L as =pl “ec, single policy and management framework. lis 3.24
orgar czlly be |- cest-cf-oreed capeoilit s .nif ec operalirg system, ard Jltra-scalability
allows CrganizaucTs ko 9rotelt zll ecges smelty operetcrs 8ne Lt ke bosress iy tncul
sarrora~ sirg 0sCTEnce of protedi on

=a-1 OS cramatically excanas e Forinet Sec.wy “aorics aoil'ty to celver acvanced Al

v _-powered services, Inl g acvznced sz~dbox detect o integratec ZTNA arforcement,

ard more, provices grotecl o7 2Cross ~yoric depleymrert ~aodels for narcware, sc’iweare, 27 s
Software-3s-a-Service witn SASc.

Zort OS expands vis o'hty 273G cortrol, ensures the corsistent ceployrent and erfgrcemrent o
security pol c es, a~c erzaoles cem trglized ma~zgement acrass large-scale netwerKs witn (e
following ey stiricutes:

e Irteractive Jrill-dow~ a2nc wcoology viewe’s tra: discley regl-uire st2is

« On-click -2mediat 31 that oravides sccurate 372 Ou ck protect on agamsithreass and ac.ses

e UnigLe threat score sysiem correlaies weigniec tnreats win Lsers i orio’ t ze invest gaicns

vign wmadsiluv
farabyin Plus Fubide Srmoas
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FortiGuard Services

Network and File Security

Cervices provies © orztasion zgs st el Of £~ 03588

|~ sior P2 381 UGeN NPS
1o delect ent slag ME SIT-S g coriert ar

Jiscove 2l I_elsc 7 ~olodes A -V ehw

CA- -rralwzTe s gservices soén o Al IN
aratas. on 27 Jare anrarsced 7 rozl-time wib reezt el
4~ Dorolarnaties secunny corolignss ardoifers ceat-tme aophcamr vis 0

Web / DNS Security

Services provice o tection g8 NsLWeT _casec nrests irchuc 7S DNS-casec Twesls ~alic c-

JRLs limclug 18 =y er inamra Is) and tcine. siecTmETT a3~z contol com o’ ca7ions. ONS
yirte SNS wraffic whi {e cloc<irg N gh-ris< damra -5, and orcte

filker nC prOVICES sutl visic e cs
aces "5t NG tenrelird, NG nfilrration, ~7 server B anc Dorrair Gene’ zticn AluO’U" st GA‘;
a~c oleck Hir<s - o alic’cus 81&S

JRL filleng jevarzges 3 astabase o 20 cvi- JRLs cic eriify &
g

ard cayloeds {P ReQuIELCh ard anu-coiret cary cas crever: potnet comMme nicaiiors 3r3

olock SDoS 27130ks from <CCWN ST “ces

geryices acdress AU EfouLS Securiy use c25es aaross agolicet’c” usage es well as cverall

iar (Do) waich arsures £3i8 VIs oty

Zero-Day Threat Prevention

7erg-ozy LEEL greveniion s~iailg Fortirsts Al-tzsed ~1he = glware preventlar, SJr oSt
aovancec senctox service, ic analyze 2nG block Lm4nown fles '~ real-lme offar AC 5.C7

se ecord ""F‘"l”". cnage T
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gecure Any Edge at Any Scale

Advanced Virtual Security Processing Units (vSPUs)

-z} firgeells are samesTly used o ot
t-cloud eny farmgnis Of T1e 0285 [
yoeteal’ \rﬁvﬁll frg Slout o zlzed

g (TS oar,ao\e aratlng users o€

o ~oTWCS

2uhey cellve( s 3 icently lowe

most viruzl i ~ewalls it
arac wit” grysical irew vells, crezi ”g cottle~2C<s —~rzggnouttre reTwl <
ainess zc ity 378 ca-‘ormence
FaruGate v .38l irewalls (Fort GELe VM), featur ng @ irg .nis
;8703 D.arisme s inro.groot 0eC 20 £ron < : c.alc
~310n 373 \up\ Sl G

s- N\ Droar 2E.CN8 587 588

Fojuc g Benly availzole 12

FariGate-V\ reroves -ne cosi-performance oz 2rs 10 accRiTY )

|rdust.’y—leadmg fozfures:
ralegy that enrarzes oer e arce cy 5'lo

« “ne ForiiGaie-viv
oar- of packe gzce, W lg u«!ﬁq 3 <2 2l oyo

~geraning syste U\ cen aeniey <
tars.grout 'orE Ly
- Qu ckAssist

e S_ogort for InLel Gu KA porkirg on hels
Adaoters, gccelereles srz’" 3 OroCess ne tr ougn & te-to-s 5 |>Sec VoINS Wwis GAT ernablec,
-5 Gate-VN 230 zoF eve WG O —qree Tires TrcLtnoe ti

0 I

irorcvernmerts 4eoending o” ke

oac<et fre~e size

e Ip-inel S8 25t NGFW vensor i s.opct ANS S50 irsiences, w wnicn anzcle
virtual frewsli to s ecure corrcute-neavy o plcatiors "~ sre clouCl

crgenizelio™s o wsez

Centralized Network and Security
Management at Scale

Iorp N srager e ezl 72C manzgement
sol.or frow Igrirel, £78
~erzgemer: Sf the —oriinet SeCLr ™y

3Cr2Ss Civerse ervironmerts servrg 2s
nrwiive sig 2 ana clear insigris intc nel t'*e ¢ raamenial comeonent for ceolcy rc
-y o vsest Sirewalls.

secunty posture # .

ww woisluw vid $afa (WY
arabyte Plus put:lic Company &

~slue ng devices I'ke Foro Gate, Fort ow 254
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Deployment

v comoiring Trest grotect

CY + L

Next Generation Firewall (NGFW)

s Rec.C€ complex ty

performance T W Loro aopl 2mces

o ideruiy 7C stop —rrp21s WItN power"d inrus on orev

examings 1ne ac:uel soplcations ” your ~awark raffic
o Celvertre rSLSUYS 7 grest gSL inscecuer cerfcrmance

while maximiz 1g ROl

Rizias

[\})

o prozct vely oincs ~owily discOveres scob sucaed

grotecten

VPN Gateway

~

« Direct Conrect stz ng ForuGate

o VOW to Tort Gate VPN ce ween \VPCs

e ~yorid slouc steicste {Psec VPN

e Jemoie 3CCEeSS VEN

Gain Comprehensive Visibility and Apply Consistent Control

public Cloud

o

High Degree of Automation

Fabric Connectors VNF Orchestration

B Cloud Init
private Cloud
Advanced Security
VPN PS

SD-WAN Carrier-FW

Threat intel URL Fillering AV Sandboxing

Intenl-based / Micro Segmentation

@)
{ \
I\\\.___/!f vgly
Enterprise Edge MSsP

5 secunty cgoszoil ugs ME 3

et o’ peycnC

.sirg AgLsUuy-ma” catec

sirewalls for VPNs inta ard oLt of

Data Sheet

agle nigh-

ccrtert p'e:oco! tnat

~ ragl-Time W tr envenced “areat

e VPCs
e
() | SP Networks
\\E/
/ : .'.‘\



Available in

Appliance

Virtual

Hosted

Cloud

Container
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Deployment and Automation

s varsatila cacl

ne~zgemert, nc REST API mtag

~np Toct Geta VA deeo ~zuve miegrelons wilnolblic cleocs that erogwer orgenizet ens Lo

o ALtoTrate sec.rily c0e7zl 2ns: _everEge Clouc-rat ve cls z~c serverless fL~Cl07s or rag ¢
resporse ens scaling

e Canirzlze v's oility ard anzlytics: Streamine log forwerc'ng 2nC ever: correlat 2 irto leediryg

clouc SIEV and SOAR pla:‘or”‘s

FortiConverter Migration Service

art Tonverter 3£ ce GOV CES ﬁassle—‘res r grzter (e relg orgar 2zl ons wrans

ezzcy Trewvealls T ate Next-Generziicn F rawalls coickly 2nd
Tre service alimnates 277ors anc redundarcy oy e~oloying kest 0racloas wil” g
mzihccolcgies 3 araiz Tmeir ~etwlrk 0rolecicn

~c 3_cmaied grecesses CrgarzzLors Cer aice
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Specifications

Data Sheet

VM-01S5
Technical Specifications

vCPU Suppart (Mimmum / Maximum)

Storage Support (Minimum / Maximum) S AC I 38 GShZ T3

Firewall Policies ctec “CoCe

Virtual Domains (Default / Maximum} = e/ =3 WL2s

Maximum Number of Wireless Access 32;8¢ 5721°C24 37z
Points Controlied {Tunnel / Global)

Maximum Number of FartiSwitches & p2a 5¢
Maximum Number of Registered 20CC 2 EE 8ce
Endpoints

Unfimited User License @ 9 :9

con

\ole A ger‘ormarce vEi.€§ 2@ . IC 3nTvary ZesetcrT

\etweo’x cie ‘ace S.ooett

g mgy o

~per o' “elwerk ~ler‘aces cors.Tasesy 2 Gale rsignce § 24 Sid
~_mzar o netwerk mler'gces aitacnavie (C seces varnes 0epencing or Cioug ciatforms @
~gIANCE (RN LNET TRXITLT M IS eVer Wnng Zgevfate alows uc 10 24

L Cj

¢

- =G-VA S-Se- es coes tot come w it @ Ml _VSCM ‘ezite oy Ce‘aw You C3r acs Loy 200y g

e N A o)

Private Clouds (Hypervisors)

viware SX vB7 w70 vET

ViMware NSX-T*v32/ve
viicrose”t —yoer-V Server 20C8 32 20721207232

N ceose’t AzwreSiack

Rec —at OpenS- LV e zaien £777377T
£ x Xe~ XerServerv3B8seZ vEC vE2anc aer
Oper source Xer v3 4 3 v&” groraler
(VM gam. 07278 ov 1l'CZenc ‘o xen -l rierorse - "ux / CemiCS 84 erc
glens
oburio 604 7% gererccere,
‘383 7s8
- Zee :~e NSX-T on VMware Compatibility Guide ‘s” .~e aies

SCTIS W CTOSCT TvIe -

§s

s

Tes

|

14\1 wWas 'n‘..y‘

to Plae

L

ﬁ%:;’jg&e*

wda d0a (n

fm Mapysmars

VM-045

nglance 1yoes, arc lney ~™ay not 2licw yoL 10 atlacr

VM-085 VM-325

i3 |78 -
3 32 33p9 T 7631272 B 32153, 2 °F
28C30C 260 0CC e Coe
*Csee 10 50C “CisCC “2132C
022 “C74 ] £L0GE 024 ! 4088 “C2- 4088 T024 1 4068
3CC 3cC 36C 3CC
G c et 2C2C¢C 202308 2CCCC
N N < Z

28 /3ciLe’

rier‘aces 1C 37

Tap mIr o

e 3
1~e greater "umee” ¢

or- Gaie vers.or 34 C Oror verscns 2’ow "8

separaie su0sc 0f 6~ VOOM censes See CROEI NG INTCAMAT O\ ‘or VOOV SKLs

B i b o B VDR S A b e S e

Public Clouds (Marketplaces)

Amzzcr AWS [ro oo g GovCous 3nc AWS O e

Viviwa g ClouC or AWS

Micreselt AZLrE  ~C oC ng regiora AZure LS S Gov, Germany ars Cnira: ano AzureSiack
syroicat on

Gcogie GC2 Gocge Coee Diatfer™)
A paca Cioud (AlIC'euC,

3%/ Ciouc {Gen” / CenZ!

c-3C

[Ptatelogs

SeiCeJC Pretior ™ § jares oy mCce 27

‘e eBSE "CieS

Va7t
Sgzsere’e cricodz el
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Ordering Information

The follow ‘te anr.al subsarct o licersirg strame

Product Description
FortiGate-VMO1-$ S.28c sicrs Levse o Ve llets 1]
FortiGate-¥MO2-5 3.gscroigng tetse R 24C3. ceres
FortiGate-VvMQ4-S <S.poo @ 3.-cie> 02-02 S 3scmplons cetse 't TO Sele-VM 12 wCh o cCres;)
FortiGate-VMO08-5 SC4-"0-TGVVS-<SoooeT 3enee> FS2-22 S_psc oics cerse ‘o tort CateVV 8 vC3. cores,
FortiGate-VM16-S _C3-70-i5VVS-<Seanci3.nze> 32 20 S sscrcoc s cetse o Ton Calesvy g vC3C cores
FortiGate-VM32-5 =05-"C-- GVVS-<Suonett 3.-0we>-02-23 S.psc D ors cerse ‘o’ coriGale-v 132 vC=o cores;
FortiGate-VMUL-5 .~ -5 2GVYVS <Sosec T3t e> TI 2D g S Geravts Lt T %1 CCr el
S se-es -2 oilel VV S se es sees ot ~zve AV esircigrsct e vGE. eve

. =
Optional Accessories/Spares SKU Description
VDOM Subscnption License for =Ct-10-FGVVS-468-02-50 Suhscrotior hcerse ‘or aaang VOOMs ¢ 2ot Gate-vM S-senes running ForiiCs 54 9/702crhigner TS is g seals
FortiGate S Series oasec SKL wrere each Seat s eq.d ¢ 5 ¥0OmSs an0 MaxX numoer 5f seats s *0C {SCC voers)

Visit ntlps:f!www.fortinet.com!resourcesforde.rinq—c;uides ‘or relazec orderinrg codes.
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Product Offerings

oy ars virtuzl i

m
2
(9}
w
(@]

FortiGuard Security Services

Zs-t Suz-d _abs celvers a ~umoer o securtly irlelligerce sen.

soimize tre oreteciion cacak 1t es of your ForiiCaze w it one of tnese Fori Cuard 3.13i8

~zrgetolaces comes wth e L7 ourdle.

INDIVIDUAL / BUNDLES

EMTERPRISE

OO
©©o
®©E
OO

Malicious/Batnet URLs

Advanced Malware Protection {AMP) ® ©) 2 ©
Antivirus (AV) S ©) e c
Botnet Domains @ 9 @ @
Mobile Malware ~ “ i <
Virus Outbreak Protection © & (O <
Caontent Disarm and Reconstruct® @ 9 9 @
Al-based Heuristic AV @) @ & @
FortiGate Cloud Sandbox < < @ &

WEZ AND DNS SECURITY

PP ) Certifi

- [3:24 '|

Data Loss Prevention (DLP)

URL, DNS, and Video Filtering ©) ©
URL Filtering O )
DNS Filtering @ @
Video Filtening™ © ~
@ )

O

ECECRCECKOR¢

Attack Surface Security
loT Device Detection
ioT Yulnerability Correlation

Security Rating

WO

Outbreak Check

JORONONONCN®)

OPERATION TECHNOLOGY SECURITY

QT Security @
QT Device Detection 1
OT Vulnerability Correlation and Virtual o
Patching A
icati o
OT Application Control and IPS &)

" \glave 306 e CTT L .8 80T 50F 807 SC7 seres 2ng T5R-8U- sereswit T 742 orwerns iciave 528 or oo Galeter W
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FortiCare Support Services and Included Services

INDIVIDUAL / BUNDLES

A LA CARTE ENTERPRISE uTpP ATP
FortiCare Essentials Ses< oo voces o !
FortiCare Premium &) 2 @) <
ForliCare Ele =

BASE UPDATES SERVICES (INCLUDED WITH ALL FORTICARE SUPPORT CONTRACTS)

Application Control &
inline CASB~ @
Device/0S Detection @

~

GeolPs

Trusted CA Certificates
Internet Services and Botnet IPs
DONS {v4:v6)

Local Protection

IOOOOOOEO©O

/
&

PSIRT Check

DO OOOO©OC

Anti-Phishing

WOEOOOOWOWOOE

N\

OWOOEOLOEOOWOHOOO

©©

Timezone

3-50% se eswi~ e 74 - 3rwe'cs NCLava aseon ZcriGatefTor W T 3CG g~c 5CC s

= \e:avs soe o Tor Gats effori W 407 B0F 807 80= 3Ct seres

FortiCare Services
Zat Ael Orioritizes Cusis e SLCCess NS §” ForuCare Se-v ¢ces, 0olrm 27¢ 718 Fecrinet
e esigr 2ecloy
~ts, c'fers

Sec.rity “zoric sclutien. Qur comprenensy I“ecycle servicasiscluce

Operate Cpt~ zg,8nC Zyelve Tre ~crt Cere Elie, cne of the service ver 2

ae a~-ered SLAs a2 swiftissue resoloter wih 2 cegicatec sooport ieem Tr s advarced
2 as

s.opertoptc ~cludes 30 Zxterded =~¢-Cc-21C 2
t

flexib Ity Access Tneiriuve TertCee Eli-a So-tal ‘o7 3 Laif ec view oF Jevice ard securty
aealn sirazmlie ~c operglional gfiiceacy e7¢ max ™ zing Fort net declovment carfsrmznce
/ o
\
f 5 i
J = \

¥ wmassalud wida dad
LEn ) VIR 30 (uy
‘erabvie Plus Public Comnanv(l_m



Foo-inel is co~rilies (o crivirg orogress 27¢ s.s.e neoiliny 1o all thee
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|28 ra- 15 peasibls a 3 Qe we

S0 (o ragiont: ~qacs 1

wrill ~ot use -

s Aval, ng llegal cersarsig, survellar

w2 comply wiin
Whistleblower Policy.

1in (ugh
npony L

‘mrabyle Plu: @

te Fortinet EULA 2~2 r200r. 3ry SUS08C.

;W IF resosct ‘o e rignis ard

waerel 13 Foo net1ng

'l

af suUCQar. r ety way v 0lBUC s O E of aumer rois, relaZtg
&y 31, ¢raxcessve of ‘2rce Users o’ oraducts arerec. el

s FULA viz 178 ir “ne Fortinet
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Data Encryption and Throttling

Data Encryption Biz ]

By default, Veeam Backup & Replication encrypts data traffic going to and from the cloud repository.
Additionally, tenants can encrypt backups created with backup jobs and backup copy jobs. To do this, tenants

must enable the data encryption option in the job properties.

Network Traffic Throttling

The SP can select to throttle traffic going to and from the SP Veeam Cloud Connect infrastructure. Data
throttling rules are specified in the same manner as for regular backup infrastructure components.

By default, the Veeam backup server shares available bandwidth equally between all tenants who worl with
cloud backup and replication resources simultaneously. The bandwidth available to one tenant is equally split
between all tasks performed by this tenant.

For example, the cloud repository is used by two tenants simultaneously:
e Tenant 7runs 2 tasks, backup and restore.

o Tenant 2runs 1task.

In this situation, Temant Twill get 50% of bandwidth and this bandwidth will be equally split between 2 tasks:
5% of the initial bandwidth per task. The task performed by Tenant 2 will get 50% of the initial bandwidth.

To adjust network bandwidth consumption individually for each tenant, the SP can specify the bandwidth limit
when assigning cloud backup and replication resources to a tenant. In this case, tenant backup and replication
jobs will split the specified bandwidth regardless bandwidth consumption by other tenants.

Parallel Data Processing

Veeam Cloud Connect supports parallel data processing. The SP can specify the maximum number of concurrent
tasks that can be performed within tenant jobs targeted at the cloud repository and cloud host. Task limitation
settings are specified individually for each tenant at the process of the tenant account registration. To learn

more, see Specify Bandwidth Settings.

wWhen multiple concurrent tasks are allowed for the tenant, the tenant can process in parallel the specified
number of VMs and VM disks within a single backup or replication job targeted at the cloud repository or cloud
host. Parallel data processing also lets the tenant perform multiple jobs targeted at the cloud simultaneously.

NOTE

For backup copy jobs targeted at the cloud repository, Veeam Backup & Replication allows you to process
multiple jobs or multiple VMs in the job in parallel. VM disks are always processed subsequently, one by

one.

The maximum number of concurrent tasks specified for a tenant should not exceed the maximum n‘dhwl;e}af__
concurrent tasks specified for backup proxies and backup repositories deployed by the SP as a part of the Veeam.
Cloud Connect infrastructure. lgnoring this rule can lead to overload of backup infrastruct!;irg- components that |

take partin processing tenant data. / : ¢ R
\
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Step 3. Specify Network Settings

At the Networking step of the wizard, select the network mode that will be used by the cloud gateway to
communicate with Veeam backup servers on the tenant side.

You can choose between two network modes: NAT mode or direct mode.

If a cloud gateway is located in the tocal network behind the NAT gateway:
3. Select Located behind NAT or uses external DNS name.

b. In the DNS name field, specify a DNS name of the NAT gateway.

You must specify anindividual DN5 name for each cloud gateway that you add to the Veeam Cloud
Connect infrastructure.

c. In the Internal port field, specify a porton the local network behind the NAT used for listening to
connections from tenants. By default, port 6180 is used.

d. On vyour NAT gateway, configure the port forwarding rule for TCP and UDP protocols: from an
incoming port (specified in the External port field at the previous step of the wizard) to the porton
the lacal network used for listening to connections (specified at the Incoming port field at this step of
the wizard). For example, if you use default port number values, you must configure the following

port forwarding rule: from port 6180 to port 6180. 312

If a cloud gateway has a direct network connection to Veeam backup servers on the tenant side, select
This server is connected directly to the Internet. From the NIC list, select a network adapter on the cloud
gateway server that will be used to communicate with tenants’ Veeam backup servers.

Consider the following:

If you use a TLS certificate verified by a CA to establish a secure connection between Veeam Cloud
Connect infrastructure components, itis recommended that you choose Located behind NAT or uses
external DNS name mode for all cloud gateways, including those that have direct network connection to
the internet. To learn more, see Network Settings with Verified TLS Certificates.

Each cloud gateway must have its own public IPv4 address, regardless of whether the IP address is
directly configured on the cloud gateway itself (direct mode) or on a NAT gateway in front of it (NAT
mode). To resolve public DNS names of cloud gatewaysto |P addresses, the SP must create on the DNS
server a separate A record for each |P address. For example:

gateway0Ol.tech.com "A" record to 198.51.100.1
gateway02.tech.com "A" record to 198.51.100.2

Configurations with one DNS record for multiple 1P addresses are not supported.

NOTE

In a scenario where the tenant connects to the SP over a private networl, the DN5 name of a cloud
gateway available to the tenant can resolve to a private IP address. In this scenario, itis
recommended that the cloud gateway operates as part of a cloud gateway pool. Otherwise,
information about this cloud gateway will be passed to other tenants, including those whe-connect
to the SP from the internet and may have no access to the cloud gateway. o : G
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. The Backup section shows information about consumption of cloud repository resources by tenants: the
user name of the tena nt account, the number of VMs in backups stored on the cloud repository, the name
of the cloud repository and the name of the backup repository whose resources the SP exposes asd ctoud

repository, storage quota assigned to the tenant, the amount of used and free space On the cloud
repository, the last time when the tenant was active and the date when the tenant account expires.

. The Replication section shows information about consumption of cloud host resources by tenants: the
user name of the tenant account, the number of VMs replicated to the cloud host, hardware plan, amount
of provisioned CPU, memory and storage resources, the last time when the tenant was active and the date

when the tenant account expires.

« The Agent section shows information about consumption of cloud repository resources by Veeam Agent
backups created by tenants: the user name of the tenant account, the number of worksta tions and servers
whose backups are stored on the cloud repository, the name of the cloud repository and the name of the

backup repository whose resources the SP exposes as a cloud repository, storage quota assigned to the
tenant, the amount of used and free space on the cloud repository, the \ast time when the tenant was
Jctive and the date when the tenant account expires.

In the Totalfield of the Backup. Replication and Agents sections, veeam Backup & Replication displays the total
number of processed machines:

. For areport that includes information about all tenants who use cloud resources of the SP, the total
number of backed-up VMs, replicated VMs, backed-up workstations and servers reflects the number of

machines processed by 3l tenants (inctuding rental machines).

o For areport that includes information about a specific tenant, the total number of backed -up VMs,
replicated VMs, backed-up workstations and servers equals the number of machines processed by this
tenant (including rental machines).

NOTE

The Veeam Cloud Connect report does not include machines for which no restore points were created

during the last 30 daysor more.
@ zarn eia9n Pepart :4af1432 X + e - 2 z ||
|

Cc @ Fie C:/Users/ADM|N|~1,’AppData/Local/Temp/?/\/eeam%ZOSesslon%ZOReport9620243f1492-84e2-41e1—a1d‘l-c.. 12 W a a

Infrastructure status:

OK |
|
Backup i
user Number of ¥ Repasitory Name Repository Total quota Used space Freespace  Lastactive Expiration date. |
ABC Company 2} ABC Company Cloud Repository Default Backup Repository 100.00 GB 7231 GB 27.69 GB 13 hours ago never |
TOTAL |
1
Replication !_
1
user Number oy ardware Plan | Memory U Stoiage | Lastactive  Expiration date ’-
ABC Company 2 ViMware Gold 10.00 GB funimited) 2 vCPUs {Unimited) 35 % 4 mnutes ago never |
omega 8] Hvper-V Gold 0% 0 vCPUs (»170.0787 GHz) D% never never |
QWE Systems 0 Hyper-V Gald 0% 0 vCPUs (10.08 GHz) 0 % never never |
TechComparyOrg 8] TechCompanvOrgVDC 0% 0 vCPUs (6.49 GHz) 1% never never |
JOTAL 2 |
|
Agent !|
User workstation Server Repository Name Repository Total quota Used spate Free space mtm/wmdan‘ 'I s
ABC Company 2 8 ABC Company Cloud Repository pefauit Backup Repository 100.00 GB 72.31GB 27.69 GB 13 hours/8g0 never | “‘\
TOTAL 2 8 { §i4 | \
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Running Cloud Failover Plan

m full site failover at any time. During the full site failover process the

With a cloud failover plan, you can perfor
< on the cloud host. You can fail over to the most recent

group of critical production VMs fail over to their replica
VM state or select the necessary restore point for VMs in the cloud failover plan.

To fail over to the VM replicas latest restore point:

1. Log in to Veeam Cloud Connect Portal. The Failover Plans view will automatically open.

2 In the working area, select the necessary cloud failover planand click Start.
To quickly find the necessary cloud failover plan, you can use the search field at the top -right of the

working area.

3. Inthe displayed dialog box, select the Start now option and click Start.

4. Monitor the cloud failover process and view results.

To fail over to a certain restore point:

1. Log in to Veeam Cloud Connect Portal. The Failover plans view will automatically open.

2. |n the working area, select the necessary cloud failover plan and click Start.

To quickly find the necessary cloud failover plan, you can use the search field at the top -right of the

working area.

3. In the displayed diatog box, select the Start to most recent replica prior to option, select the replication
date and time and click Start. Veeam Backup & Replication will find the closest restore point prior to the

entered value for each VM and fail over toit.

sults

4 Monitor

Sign out

Veeam'
ABC Company

Cloud Connect Portal

ABC COMPANY CLOUD FAILOVER PLAN (3 0N STATE

re Silver Ready

i® startnow

Start to most recent replica prior to:

|
|
|
km
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Retrying Failover by Cloud Failover Plan

ver properly. Veeam Backup & Replication

You can retry a cloud failover plan if one or several VMs fail to failo
d to failover to their replicas on the cloud

retries the failover operation only for those VMs that do not succee
host.

To retry a cloud failover plan:

1. Log in to Veeam Cloud Connect Portal. The Failover Plans view will automatically open.

2. In the working area, select the necessary cloud faitover planand click Retry.
To quickly find the necessary cloud failover plan, you can use the search field at the top -right of the

working area.

3. Monitor the cloud failover process and view results.

Veeam' :
ABC Company Sign out

Cloud Connect Portal

L)) B%rx ) Undo Q
FAILOVER PLANS
NAME 1 VMS LOCATION STATE
ABC Company Cloud Failover Plan 2 VMware Silver € Failed
. .,
y o
F Y
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Undoing Failover by Cloud Failover Plan

ud failover plan at once. When you undo failover, you switch

You can undo failover for all VMs added to the clo
M replicas during failover.

the workload back to original VMs and discard all changes that were made to V

To undo failover by a cloud failover plan:

1. Log in to Veeam Cloud Connect Portal. The Failover Plans view will automatically open.

2. In the working area, select the necessary cloud failover planand click Undo.

To quickly find the necessary cloud failover plan, you can use the search field at the top-right of the

working area.

Monitor the undo failover process and view results.

S
2.

ABC Company Sign out

Veeam'

Cloud Connect Portal

@ ) L—W Q
FAILOVER PLANS
NAME T VMS LOCATION STATE
ABC Company Cloud Failover Plan 2 vMware Silver Completed
e O
P 4 . “‘A\‘\\
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New Replication Job

1  Job Settings

‘éﬁ} Specify backup repository located in the source site to host metadata in replica sutfix and retention policy. and custom:z€
! advanced job settings if recuired

Repasitory for replica metadata:
Default Backup Repository (Created by Veeam Backup) v 1
= 857 GB free of 29.9GB

Name

Virtual Machines

Destination

Replica settings
Network ) ) e —

Replica name suffixi | _replica
mb PENMOS o Restore points to keept |7 : 31 b
Data Transfe
Change to 6

Seeding Restore Points
~uest Processing
Schedule
Summan

Advanced job settings include traffic compression, block size, notification settings, Advanced

automated post-job activity and other options.

< Previous Next > Cancel

12. In the Replica name suffix field, enter a suffix for the name of VM replicas. To register a VM replica on the
target host in the SP site, Veeam Baclup & Replication appends the specified suffix to the name of the

source VMs.

13. In the Restore points to keep field, specify the number of restore points that should be maintained by the
replication job. If this number is exceeded, the earliest restore point wilt be deleted.

14. At the Data Transfer step of the wizard, select backup infrastructure components that must be used for
the replication process and choose a path for VM data transfer:

5 Click Choose nextto the Source proxy field to select a source backup proxy for the job. You can
choose automatic backup proxy selection or assign the source backup proxy explicitly.

You cannot specify a target backup proxy for the replication job targeted at the cloud host. During the
replication job run, Veeam Backup & Replication will automatically select the target backup proxy

configured by the SP in the SP Veeam Backup & Replication infrastructure.

c To transport VM datadirectly through one or more backup proxies to the cloud host, select Direct.
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Click here to Read Important Support Information

For VMware Cloud Foundation (VCF/VVF) and VMware vSphere.

The Broadcom compatibility guide provides comprehensive partner product compatibility lists for VMwar
Foundation and VMware vSphere Foundation.

Click on the 'Release’ to view more details
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